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“In order to ensure the security of applications
that perform digital signature, e-billing and
encryption operations among others, organizations
demand the advantages of hardware-based
cryptographic systems, in other words, HSMS.,,

A PCl compliant Hardware Security
Module (HSM). High performance, versatility
and ease of deployment make it suitable for
integrators.
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“Har-dwar-e-based encryption systems are
considered highly secure due to their integrity
and independence from the systems they interact
with.§yy

J Functional Features

The system consists of a Cryptosec cryptographic hardware
module (v.1.0]) and a PKCS#11 firmware (vO1.00.0308)
with the following capabilities:

* RSA: signature, verification, encryption and de-
cryption. Key length between 1024 and 4096 bits.

* DES, Triple DES-EDE, Triple DES-EEE: encryption
and decryption.

e MDS5 and SHA-1 hash functions.
¢ RNG.

* Key generation based on FIPS 186-2 validated
Random Number Generator (with Change Notice)
and FIPS 140-2 approved.

_) Security Levels

The HSM is equipped with self-protection mechanisms
against physical attacks:

¢ Tampering.
e Fault injection.
* Processing emanation analysis.

3 Three types of users:
e Superuser.
* Operator.
e Custodian.

J Two running modes:
* FIPS.
* Non-FIPS.
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Technical Specifications

* Two RSA coprocessors.
e Symmetric DES coprocessor.

* Special-purpose bus for high-speed
symmetric encryption operations.

* 128 Kbytes of high-security internal memory
(this memory is automatically deleted if a
tampering attempt is detected).

* 2.1 Mbytes of high-security internal storage.

e Hardware Random Number Generator.

e Asynchronous communication port.
Configurable as: RS-232, 12C, USB, etc.,
isolated from CPU and memaory.

e PCl interface.

* Realtime clock.

* Epoxy resin protective covering and

reinforced metal casing made of 0.9 mm
steel plate.

Certifications

Certificate No. 481

The Natiana. Inctiture of Standards and Technclogy, as the United States FIPS 140-2 Cryptograghic Medulz Valigation Authrity
and the Communications Securty Estabiishment, as the Canadian FIPS 140-2 Cryptographiz Modue Valicaticn Authority, heragy
validate the FIPS 140-2 testing results of he Cryplographic Module identified as:

Cryptosec 2048 by Realla Technologies S.L.
\FIP

(When aperated i1 FIPS made)

Modifes FIPS 140-2
¥ system protecting
murications systems.

ifh Ihe: Dlerived Tesl Fequirements for FIPS 140-2. Security Requineneres for
ukerrents that are 1o be satistied by a cryptographic modulz uslized w
Liited States) ar Protected. Information {Canada) within compato

Se
(including veice systams)

Products which use the above ideatified cryptographic module may be labeled as com
50 long as the Froduct, throughout its life cyole 10 e the validated versi
in this certiicate. The validaticn report contains tails concerming test res
and no warranty of the aroducts by both zgancies is either expressed or imphed

This certiicate includes detalls on the sccpe of contarmance and validation authority SIGNa1LIGS On the royarse



http://www.nist.gov/itl/fips.cfm
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm#481

