
The key to protecting your business

A PCI compliant Hardware Security
Module (HSM). High performance, versatility
and ease of deployment make it suitable for
integrators.
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In order to ensure the security of applications
that perform digital signature, e-billing and
encryption operations among others, organizations
demand the advantages of hardware-based
cryptographic systems, in other words, HSMs.
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Functional Features

The system consists of a Cryptosec cryptographic hardware
module (v.1.0) and a PKCS#11 firmware (v01.00.0308)
with the following capabilities:

• RSA: signature, verification, encryption and de-
cryption. Key length between 1024 and 4096 bits.

• DES, Triple DES-EDE, Triple DES-EEE: encryption
and decryption.

• MD5 and SHA-1 hash functions.

• RNG.

• Key generation based on FIPS 186-2 validated
Random Number Generator (with Change Notice)
and FIPS 140-2 approved.

Security Levels

The HSM is equipped with self-protection mechanisms
against physical attacks:

• Tampering.
• Fault injection.
• Processing emanation analysis.

Three types of users:
• Superuser.
• Operator.
• Custodian.

Two running modes:
• FIPS.
• Non-FIPS.

The key to protecting your business

Hardware-based encryption systems are
considered highly secure due to their integrity
and independence from the systems they interact
with.
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• Two RSA coprocessors.

• Symmetric DES coprocessor.

• Special-purpose bus for high-speed 
symmetr ic encrypt ion operat ions.

• 128 Kbytes of high-security internal memory
(this memory is automatically deleted if a 
tampering attempt is detected).

• 2.1 Mbytes of high-security internal storage.

• Hardware Random Number Generator.

• Asynchronous communication port. 
Configurable as: RS-232, I2C, USB, etc., 
isolated from CPU and memory.

• PCI interface.

• Real-time clock.

• Epoxy resin protective covering and 
reinforced metal casing made of 0.9 mm 
steel plate.

Technical Specifications

Certifications

TM

• FIPS 140-2, Level 3

http://www.nist.gov/itl/fips.cfm
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm#481

